
DRAFT - 3
1 D

EC 20
11

ESF – 2 - 1 

EMERGENCY SUPPORT FUNCTION  2-COMMUNICATIONS 
 

PRIMARY AGENCY 
 

Kentucky National Guard Information Technology and Telecommunications-J6 
 

SUPPORT AGENCIES 
 

Commonwealth Office of Technology 
Kentucky Division of Emergency Management 
Kentucky Educational Television 
Division of Fish and Wildlife 
Justice and Public Safety Cabinet 
Cabinet for Health and Family Services 
Public Service Commission 
Civil Air Patrol 
National Oceanic and Atmospheric Administration/National Weather Service 
Federal Emergency Management Agency 
National Cyber Security Division  
 
MISSION 

 
ESF-2 Coordinates the delivery of emergency communications systems and equipment 
to first responders and emergency managers and assists in the restoration of 
commercial communications to Government Agencies in coordination with the 
Commonwealth Office of Technology and Business providers. 
 
ASSUMPTIONS 
 
The Kentucky National Guard Information Technology and Telecommunications Unit 
(J6) is responsible for emergency communications operations.   
 
Emergency communications are defined as those that are utilized when regular 
commercial or State communications applications have failed or have become severely 
degraded.  Emergency communications are meant to be of limited duration.  
 
The Commonwealth Office of Technology (COT) is responsible for long-term or normal 
day-to-day communications. 

 
 As regular communications are restored, temporary emergency communications 
equipment is removed.    
 
When long-term communications are fully restored, the COT returns as the primary 
agency monitoring the communication systems of the Commonwealth. 
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DIRECTION AND CONTROL 
 
Direction and control of all emergency communications resources is provided by the 
Commonwealth Systems and Communications Group (CSCG). The CSCG is part of the 
Commonwealth Emergency Operations Center (CEOC) and is staffed by 
representatives from the Kentucky National Guard Information Technology and 
Telecommunications section, also known as the J6, and the Commonwealth Office of 
Technology. 
 
Additional staffing and teams are deployed in direct support to the Unified Area 
Command the Regional Emergency Coordination Centers as they are activated. 
 
 
CONCEPT OF OPERATIONS 
 

 
Preparedness 
 
Prepare and maintain a current alert roster to include personnel and equipment that are 
required to carry out responsibilities as assigned under ESF-2.   
 
Determine telecommunications resources necessary to most effectively provide for both 
emergency and long-term communications needs.   
 
Identify critical infrastructure necessary to maintain major portions of the 
Commonwealth’s communications network. 
 
Develop and maintain a list of telecommunications company points of contact (POC’s) 
and/or Account Managers that will be responsive to the mission of ESF-2 on a 24 X 7 
basis.   
 
Develop and maintain a list of all 24 Hour Warning Points and or 911 Regional or local 
Dispatch Centers.   
 
Develop Continuity of Operations Plan for ESF-2 to ensure uninterrupted operations 
during disasters.   
 
Develop the ESF-2 workgroup that shall operate as a technical assistance resource and 
information conduit during emergency events. 
 
Prepare and maintain ESF-2 administrative and financial procedures as required to 
properly document activities of the ESF during activations. 
 
Perform joint exercises with both primary agencies and other support agencies as 
needed to fully integrate communications operations and evaluate functionality of ESF-
2. 
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Develop in conjunction with private and public telecommunications entities, the Public 
Service Commission (PSC), and the Kentucky Information Highway Consortium a 
centralized database that shall track information on the operational status of all 
communications including cellular and land based telephone, internet, other wireless 
communications, 911 communications.   
 
Response 
 
Expand normal day to day ESF-2 operations within J6 and COT when requested by the 
KyEM, Commonwealth Emergency Operations Center (CEOC). 
 
Coordinate with local, county and state emergency communications managers to 
ensure uninterrupted communications connectivity to all areas involved with the 
response to an incident. 
 
Make contact with the Federal Emergency Communications Coordinator (FECC) and/or 
the FEMA Disaster Emergency Communications Coordinator (DECC) to discuss 
anticipated needs. 
 
Activate the ESF-2 workgroup (CSCG – Commonwealth Systems and Communications 
Group) to operate as a technical assistance resource and information conduit during 
emergency events. 
 
Provide interagency information on communications status through the centralized 
database and associated graphical interface. 
 
Coordinate vendor access to critical areas during an emergency or disaster will be 
coordinated by ESF-2 with information shared with all law enforcement agencies. 
 
Purchases – Any purchases made by ESF-2 during the response and/or the recovery 
phase of a disaster shall be made using state purchasing guidelines and be 
documented using EMARS. 
 
Communications Asset Tracking by ESF-2 staff shall be accomplished using 
“Communications Asset Survey and Mapping” (CASM) with operational reports being 
noted on WebEOC. 
 
When State resources are exhausted, ESF-2 will strive to utilize communications assets 
available through the Emergency Management Assistance Compact (EMAC). 
 
Deploy Mobile Command/Communications Vehicles and systems as directed by the 
CEOC and monitor all agencies deploying mobile resources to insure their full 
integration with the Commonwealth’s emergency communications systems. 
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Provide access to following emergency telecommunications services for local and state 
government agencies 
 

• GETS – Government Emergency Telecommunications Service 
This service consists of a user card that is carried by emergency responders and 
provides the capability to complete a telephone call through the local Public 
Switching Telephone Network (PSTN) during times of network congestion due to 
emergencies and disasters.  GETS cards are recommended for all command 
level staff personnel. 

 
• WPS – Wireless Priority Service 

This service is added to an existing cell phone and provides priority end-to-end 
call completion across the wireless network during times of wireless network 
congestion.  WPS is recommended for all command level staff personnel. 

  
• TSP – Telecommunications Service Protection 

This service can be applied to all voice and data circuits that are deemed critical, 
and insures priority restoration by the applicable telecommunications provider.   

 
 
Recovery 
 
Provide ESF-2 coordination and support as required for Recovery Operations. 
 
Coordinate the removal of emergency communications equipment and personnel as 
regular communications are restored. 
 
Conduct internal After Action Reviews and document lessons learned and 
recommendations for improvement of Emergency Operations Plans, Procedures and 
Guidelines. 
 

 
Assignment of Responsibilities 
 
Primary Agency 
 
Emergency Communications – Kentucky National Guard J6 
 
J6 is responsible for: 
 
Activation and operation of ESF-2 for the Commonwealth in response to the need for 
emergency communications resources 
 
Provisioning and assignment of emergency communications resources to requesting 
organizations and coordinating their operations as directed through the Commonwealth 
Emergency Operations Center (CEOC) and ESF-2 
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Establishment of emergency communications networks between deployed emergency 
management and response Incident Command centers and Emergency Operations 
Centers. 
 
Coordination with KyEM and COT to meet the emergency communications needs of 
local, county and state Emergency Management Agencies 
 
Assignment of personnel in support of the deployment of tactical emergency 
communications assets such as the Commonwealth Mobile 
Communications/Coordination Operations Center 
 
Coordination of the seamless transition from emergency field communications services 
to long term (day to day) services 
 
Assignment of personnel to man the State 24 Hour Warning Point and the CEOC 
 
Coordination of development of communications plans and procedures with COT to 
ensure the seamless integration of all communications assets within the Commonwealth 
 
Maintaining daily connectivity with the State Fusion Center, Kentucky National Guard J6 
Office and the Federal Homeland Security Operations Center through the management 
of the CEOC Emergency Communications Information Center (ECIC). 
 
Maintaining the official State 24hr Warning Point in the ECIC. 
 
Maintaining and monitoring emergency communications with local and county 
Emergency Operations Centers. 
 
Assignment of an ESF-2 Emergency Communications Coordinator to work in the CEOC 
and to manage the CEOC-ECIC.  J6 will also provide a Communications Coordinator to 
the Federal Joint Field Office ESF-2 to assist with emergency communications 
response. 
 
J6 in conjunction with COT is responsible for developing and maintaining Standard 
Operating Procedures for ESF-2 and providing a representative(s) to the ESF-2 work 
group. 
 
J6 in conjunction with COT is responsible for activating ESF-2 in Regional and State 
level Homeland Security Exercises as requested by the Kentucky Office of Homeland 
Security and the CEOC. 
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COT 
 
COT is responsible for: 
 
Activation and operation of ESF-2 for the Commonwealth to address long-term 
interagency communications; 
 
Assignment of an ESF-2 Communications Coordinator to work with KyEM, J6, and the 
CEOC-ECIC to maintain situational awareness of communications status and needs 
across the Commonwealth.  As requested, COT will also provide an ESF-2 
Communications Coordinator to the Federal Joint Field Office ESF-2 staff as described 
in the National Response Framework. 
 
Coordination of all tasks with J6 to replace emergency field communications networks 
with re-established regular networks; 
 
Assignment of a representative(s) to the ESF-2 workgroup. 
 
COT-Kentucky Emergency Warning System (KEWS) 
 
COT is responsible for the coordination and provisioning of resources to maintain and 
restore the Kentucky Emergency Warning System; the microwave communication 
system that carries radio control, data, video, and voice traffic for government agencies.   
 
COT will provide oversight and coordination to KEWS participating agencies to restore 
and maintain inter-agency communication. 
 
COT will oversee the transition of the KEWS from analog microwave infrastructure to a 
digital system. 
 
 
COT – Telecommunications 
 
COT is responsible for providing technical support and maintenance for the data 
information network known as the Kentucky Information Highway (KIH).   

State Government Support Agencies  
 
Supporting Agencies will provide information and resources as required by the ESF-2 
Coordinator to ensure the proper functioning of ESF-2. 
 
Supporting Agencies will ensure that their representatives to ESF-2 are properly trained 
and exercised on the plans and procedures relating to their work. 
 
When required, Supporting Agencies will assign ESF-2 Coordinators to the Federal 
Joint Field Office ESF-2 as described in the National Response Plan. 
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J6 and COT shall function as support agencies to each other during operational periods 
in which they are not assigned the primary agency role. 
 
Kentucky Division of Emergency Management 
 
KyEM shall:  
 
Activate the CEOC when necessary, and request a coordinator from each involved 
agency to report to their respective ESF. 
 
Provide KyEM Regional Manager(s) for the county(s) requiring either emergency or 
long-term communications assistance in facilitating coordination of resource requests 
and operational status reports with local and county emergency management 
personnel. 
 
Notify the Governor, or acting Governor, if the situation may have a major impact on the 
population of the area. 
 
Serve as the liaison with the Kentucky National Guard for facilitation of resource 
requests. 
 
Notify the FEMA, Region IV if the scope of the operation shall require participation of 
federal agencies including request for Mobile Emergency Response Support (MERS) if 
needed. 
 
Provide public information support through provision of a Public Information Officer 
(PIO) and assistants as needed to coordinate all on-scene public information and act as 
spokesperson(s) for responding state agencies.  The Commonwealth PIO(s) shall 
provide liaison with on-scene news media, and shall relay in a prompt manner, specific 
facts essential for accurate dissemination of emergency information at the CEOC level. 
 
Maintain situational awareness for all agencies involved in emergency response through 
the CEOC when activated or through the State Duty Officer.  
 
Provide a representative to the ESF-2 workgroup. 
 
Kentucky Educational Television (KET) 
 
KET will manage and coordinate access to the KET DataCast First Responders 
Network.  
 
In emergency situations, KET DataCast enables command personnel to alert every 
health department throughout Kentucky within minutes, providing emergency directives, 
treatment information, or coordinated security information.  KET DataCast can also 
deliver weather information and emergency alerts to law enforcement, emergency 
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responders, emergency medical personnel, fire departments, and municipal utilities 
across Kentucky. 
 
When requested, assign a KET liaison to the CEOC for coordination of the KET 
Datacast First Responders Network. 
 
Division of Fish and Wildlife 
 
Manage and provide access to the Agency VHF Radio System. 
 
Justice and Public Safety Cabinet Kentucky State Police 
 
Monitor and provide access to the Immediate Mutual Aid Interoperable Communications 
System. 
 
Monitor and provide access to the Statewide Mobile Data Terminal System. 
 
Cabinet for Health and Family Services 
 
Manage and coordinate access to the Kentucky Health Alert Network (HAN). 
 
The HAN is the primary communication and collaboration tool for public health in 
Kentucky.  HAN is a secure, Internet-based system that provides the ability to be in 
instant contact, and to work together with other government and non-government 
personnel playing a role in public health.  HAN provides simple tools for alerting, sharing 
and reviewing documentation, and retrieving contact information.  The system is 
administered at the State level as well as at the local level by Health Department Public 
Health Preparedness Planners.  
 
Public Service Commission 
 
Report on and coordinate the status of public communications systems. 
 
Provide technical advice and assistance to the CEOC and ESF-2 concerning issues 
pertaining to public communications systems. 
 
 
Civil Air Patrol 
 
Coordinate with J6 to provide emergency airborne data and voice relay services to both 
facility based and mobile emergency operations centers. 
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Federal Support Agencies 
 
Department of Homeland Security/National Communications System (NCS) and 
National Cyber Security Division (NCSD) 
 
The Federal ESF-2 supports Federal departments and agencies in procuring and 
coordinating National Security and Emergency Preparedness (NS/EP) communications 
services. 
 
On a federal level the Department of Homeland Security NCS and NCSD are 
responsible for the coordination of ESF-2.  NCS is responsible with FEMA and support 
agencies for developing programs to train and certify personnel to serve as Federal 
Emergency Communications Coordinators (FECCs)/Disaster Emergency 
Communications Branch Directors.  The selection of FECCs during activation of ESF-2 
is normally done in conference with FEMA and ESF-2 support agencies. 
 
NCS provides communications support to State and local governments when their 
systems are impacted.  They also provide communications support to the Joint Field 
Office (JFO), and JFO field teams.   
 
Department of Homeland Security/Federal Emergency Management Agency 
 
FEMA and NCS serve as co-primary federal agencies for ESF-2 under the NRF with 
FEMA designated as the primary agency for support of public safety disaster 
communications.   
 
FEMA may activate ESF-2 under the Stafford Act to support State and Local 
governments as needed for tactical communications or, as requested by the NCS, to 
assist in infrastructure restoration. 
 
Under the NRF, the Department of Agriculture, Department of Commerce, Department 
of Defense, Department of Homeland Security, Department of the Interior, Federal 
Communications Commission and General Services Administration serve as support 
agencies to FEMA and the NCS. 
 
NOAA/NWS 
 
Support the Emergency Alert System and provide, in coordination with FEMA, public 
dissemination of critical pre-event and post-event information over the all-hazards 
NOAA Radio system, the NOAA Weather Wire Service, and the Emergency Managers 
Weather Information Network. 
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Administration 

Annual Review 
 
This ESF-2 Plan will be reviewed annually by the KyEM Planning Branch and the ESF-2 
CEOC Coordinator. 
 

Ongoing Updates 
 
COT and J6 will develop and review ESF-2 Standard Operating Procedures and provide 
an updated copy to the KyEM Planning Branch no later than December 1st of each year. 
 

References 
 
National Response Framework 
National Incident Management System 
Kentucky State Emergency Operations Center – SOG 
Kentucky State Communications Interoperability Plan –SCIP 
ESF-2 Continuity of Operations Supporting Plan (TBA) 
Kentucky Tactical Communications Plan TIC-P and or Jurisdictional Plans (TBA) 
Kentucky Tactical Communications Plan 
National Interoperability Field Operations Guide (NIFOG) 
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